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AN NINH MAY TINH

On tap trac nghiém

. Hau hét Moi host trén duong mang TCP/IP phai dwgc cau hinh cai gi nham dé

giao tiép vdi cac host khac
a. Preferred WINS server
b. Default gateway
c. DHCP
d. Preferred DNS server
Chiéu dai t6i thiéu caa mat khau can phai la:
a. 12 dén 15 ky tw
b. 3 dén5 ky tu
c. 8kyw
d. 1dén3ky ty
Cau héi: M6 hinh TCP/IP c6 may 16p?
a. 4Lép
b. 5L6p
c. 6Lop
d. 7Lo6p
Cau haéi: bia chi IPv4 téng cdng c6 bao nhiéu bit?
a. 30 bit
b. 31 bit
c. 32 bit
d. 33 bit
Cau hoi: Dia chi IPv6 tong cong co6 bao nhiéu bit?
a. 64 bit
b. 128 bit
c. 192 bit
d. 256 bit
Dia chi IP 255.255.255.255 dai dién cho ........ trong bang IP routing?
a. Dia chi loopback

b. Dia chi gioi han broadcast
c. Default route
d. DPuong route network gan lién truc tiép

. Cau: Trong so d6 dudi day, quy trinh nao dwgc thé hién?

Sender  SYN Receiver
L
SYN/ACK
ACK

Connection Established

Data transfer
(Send bytes of segments)



flow control
TCP handshake
Windowing
d. reliable delivery
8. Cau hdi: Co TCP nao sau day duoc st dung dé déng két ndi khong can xac nhan?
a. ACK
b. RST
c. PSH
d. FIN
9. Giao thiic 16p Ung dung ndo sau day thiét 1ap phién bao mat twong tw nhu Telnet?
a. FTP
b. DNS
c. DHCP
d. SSH
10. Tan cong tir choi dich vu nham tan cong tinh:
a. San dung (Availability)
b. Tin cdy (Confidentiality)
c. Khong ttr choi (Non-repudiation)
d. Toan ven (Integrity
11.Nguyén tac nao sau day bi vi pham néu hé thong may tinh khong thé truy cap
dwoc?
a. San dung (Availability)
b. Tin cay (Confidentiality)
c. Khong tr chdi (Non-repudiation)
d. Toan ven (Integrity
12. Ching nhan chira:
a. Chir ky
b. Thong tin thuat toan tao ma khoa
c. Thuat toan tao chit ky
d. Tat ca deu diung
13. Biéu nao sau day khong phai la mt muc tiéu chinh ctia an ninh may tinh?
a. DPam bao s san c6 cda dit liéu cong ty
b. Duy tri tinh toan ven cua dit liéu cong ty
c. Bao vé chong lai tan cong tir chéi dich vu tan cong
d. Bao vé tinh bdo mat cia dit liéu cong ty
14. Trong mat md, khéa cong khai dung dé lam gi?
a. Ma hoa
b. Gidi ma
c. Ki
d. Kiém tra chit ky
15. Trong mat ma, khéa bi mat dung dé lam gi?
a. Ma hoa
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b. Giai ma
c. Ki
d. Kiém tra chit ky
16. Trong so do6 ky so thanh phan nao dac treng xac nhan cho mot nguwai?
a. Khoa cong khai
b. Khoa bi mat
c. Banma
d. Bt dién
17.Néu ta muén xac thye chit ky cia mot nguwdi khac, khoa nao phai dugce st dung?
a. Khoa cong khai ctia ban
b. Khoa ca nhan ctua ban
c. Khoa ca nhan cua ngudi can xac thuc
d. Khoa cong khai ctia ngudi can xac thuc
18. Hé ma thoa diéu kién vGi may bo:
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19. Hé ma Des ma hoéa v6i bao nhiéu bit
a. 56
b. 64
c. 128
d. 192
20. Giao thic nao st dung ca UDP va TCP ports?
a. SMTP
b. Telnet
c. FIP
d. DNS
21. C4c tap tin nao sau day c6 kha nang chita virus nhat?
a. database.dat
b. bigpic.jpeg
c. note.txt
d. picture.gif.exe
22.Tang nao trong cac tang sau cia mo hinh OSI cung cap chitc nang ma hoa?
a. Application
b. Presentation
c. Session
d. Data Link Layer
23. 0 hé mat ma ndo ngudi giri va ngudi nhan thong diép stz dung ciing mdt khéa ma
khi ma hoa va gidi ma?
a. Khong doi xing
b. Dai xirng
c. RSA



d. Diffie-Hellman
24. Chit ky s6 dugc st dung cho muc dich gi?
a. Dé bao mat tai liéu sao cho ngudi ngoai khéng doc duoc
b. Dé kiém tra dinh danh nguoi gwi
c. Cung cap ching chi
d. Thu h6i mot chiéng chi
25.Phan loai mic d6 thong tin nao sau day c6 do an toan cao nhat?
a. Confidential
b. Public
c. Private
d. Sensitive
26. Thue thé nao sau day cho phép phat hanh , quan ly, va phan phéi cac chitng chi s6
)
a. Quyeén cap chirng chi (Certificate Authority)
b. Quyeén dang ky (Registration Authority)
c. Chinh phua (NSA)
d. PKI
27.Hé mat DES st dung khoi khéa dugc tao bai :
a. 56 bit ngau nhién
b. 64 bit ngau nhién
c. 128 bit ngau nhién
d. 56 bit ngau nhién va 8 bit kiém tra “Parity”
28. Mot dia chi IP c6 thé dugc gan cho mot card mang Internet?
a. 192.168.20.223
b. 172.16.200.18
c. 10.180.48.224
d. 9.255.255.10
29. Trong DoD, ICMP nam ¢ tang nao?
a. Application
b. Host to host
c. Internet
d. Network Access
30.Trén mang 131.1.123.0/27, dia chi IP cudi cung c6 thé dwgc gan cho mat host la
gi?
a. 131.1.123.30
b. 131.1.123.33
c. 131.1.123.31
d. 131.1.123.32
31.Cau nao bén dwdi dinh nghia malware ding nhat? (chon 2)
Malware la mot dang virus
Trojans la malware
Malware chira tat ca phan mém doc hai (malicious software)
Malware chi bao gom phan mém gian diép
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32.Diéu nao sau day la ding cia mét worm? (chon 2)
a. Worm la phan mém dgc hai
b. Worm cé kha nang ty sao chép
c. Worm tyu sao chép v@i twong tac nguoi dung
d. Worm la chwong trinh chay am tham
33.SSL do ai phat trién?
a. Microsoft
b. Netscape
c. RSA
d. Verisign
34. Giai doan dau tién cta hacker la gi?
a. Maintaining access
b. Scanning
c. Gaining access
d. Reconnaissance
35. Thuat giai SHA 1a :
a. Ham bam mot chiéu
b. Dung trong thuat giai tao chit ky s6
c. Cho gia tri bam 160 bit
d. Tat ca déu dang
36. Loai hacker nao gay ra su rui ro cao nhat cho hé théng mang:
a. Disgruntled employees
b. Black-hat hackers
c. Grey-hat hackers
d. Script kiddies
37.Heé thong nao sau day c6 thé dugc st dung dé giam sat mot mang déi v4i cac hanh
dong trai phép ?
a. Network sniffer
b. N-IDS (Network-based IDS)
c. A vaB déu sai
d. A va B deéu diang
38.Hé thong nao dugc cai dat trén Host dé cung cdp mot tinh nang IDS ?
a. Network sniffer
b. N-IDS (Network-based IDS)
c. H-IDS (Host-based IDS)
d. VPN
39. Acknowledgement, Sequencing, and Flow control la ddc tinh cta 16p nao trong
mo hinh OSI?
Layer 2
Layer 3
Layer 4
Layer 5
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40. Giao thitc nao trong cac 16p mang ctia mo6 hinh tham chiéu OSI chiu trach nhiém
xac dinh dwong dan va chuyén mach?
a. LAN
b. Routing
c. WAN
d. Network
41.Data Encryption Standard la mot vi du cua :
a. ma hoa cong khai RSA
b. ma hoa bang phan ciing
c¢. ma héa doi xirng
d. ma hoéa khong doi xitng
42.Khi mot hacker c6 gang dé tdn cong mot may chu thong qua Internet n6 dugce goi
la loai tan cong?
a. Physical access
b. Remote attack
c. Local access
d. Internal attack
43.Diéu nao sau day la mot cong cu dé thye hién footprinting khong bi phat hién?
a. Traceroute
b. Ping sweep
c. Whois search
d. Host scanning
44.Diém yéu nao sau day la cht yéu ctia m6i tredng mang khong day
a. Phan mém giai ma (Decryption software)
b. IP spoofing (Gid mao IP)
c. A gap in the WAP (Mot khe hé trong WAP)
d. Binh vi noi lam viéc (Site survey)
45. Budc tiép theo sé dugce thye hién sau khi footprinting la gi??
a. Enumeration
b. System hacking
c. Active information gathering
d. Scanning
46. Chuan nao sau day dugc chinh pha My st dung thay thé cho DES nhw 1a mot
chuan ma hoa dir liéu?
a. DSA
b. ECC
c. 3DES
d. AES
47.Diéu nao sau day khong phai la muc tiéu thiét ké bao mat vat ly
a. An cép dir liéu bi mat
b. Hack hé thong tir bén trong
c¢. Hack hé thong tir Internet
d. truy cap vatly



48.Van ban sau khi duwgc ma hoa, dugce goi la gi ?
a. Chuing chi
b. Mat ma doi xing
c. Khoa cong khai
d. Van ban ma
49. Loai Firewall nao sau day cho phép hoat dong & 16p phién ( session) cia mé hinh
OSI
a. Circuit level firewall
b. Packet filtering firewall
c. Application level firewall
d. Stateful multilayer inspection firewall
50. Loai Firewall nao sau day cho phép hoat dong & 16p mang (network) ctia mé hinh
OSI
a. Circuit level firewall
b. Packet filtering firewall
c. Application level firewall
d. Stateful multilayer inspection firewall
51. Loai Firewall nao sau day cho phép hoat dong & 16p tng dung (application) ctia
mo hinh OSI
a. Circuit level firewall
b. Packet filtering firewall
c. Application level firewall
d. Stateful multilayer inspection firewall
52.Cong cu nao dwdi day c6 thé bi hacker sir dung dé tan cong Man In The Middle ?
a. WireShark
b. Ettercap
c. Nmap
d. Windump
53. Enumeration sé khong phat hién dugc nhitng thong tin gi dudi day?
a. Services
b. User accounts
c. Ports
d. Shares
54. Mot phuong phap st dung cong nghé thap thu thap théng tin cho cac cudc tan
cong mang trong twong lai la gi?
a. Social engineering
b. Man-in-the-middle
c. Back doors
d. Masquerade
55. Cac phuong phép sinh trac hoc nao sau day dugc coi la an toan nhat ?
a. Phan tich chit ky
b. Quét tiéng noi



c¢. Lay dau ban tay
d. Khong quan trong
56. X1t ly dit liéu (data manipulation) la md6t cudc tdn cong ?
a. Confidentiality
b. Integrity
c. Authentication
d. Access
57.Diéu gi sé khong dugce coi la mot phan cua chinh sach bao mat?
a. Remote access
b. Employee comfort
c. Access control
d. Password length
58. Phuong phap lap ban d6 m6t mang lwi goi la gi?
a. Nghe trom (Eavesdropping)
b. Do tham (Reconnaissance)
c. Sniffing
d. Kham pha (Discovery)
59. Thiét bi nao st dung bo loc goi va cac quy tac truy cap dé kiém soat truy cap dén
cac mang riéng tir cac mang cong cong , nhu la Internet ?
a. Diém truy cap khong day
b. Router
c. Tuwong lhiva
d. Switch
60. Twong lwa loai Packet Filter dwoc dat tai 16p:
a. Physical
b. Data link
c. Network
d. Transport
61.Diéu nao sau day co thé dugc st dung dé xac dinh twong Itra?
a. Search engines
b. Email
c. Port scanning
d. Google hacking
62. Thuat giai MD5 cho ta mot gia tri bam c6 do dai :
a. 156 bit
b. 256 bit
c. 128 bit
d. 512 bit
63. Vung nao cuta cdu truc lién két bao mat mang chita cac may chu Intenet, nhw 1a
web, FTP, va cac may chu email ?
a. VPN
b. DMZ
c. VLAN



d. Intranet
64. Thiét bi nao cho phép ta két ndi dén mdét mang LAN cua cong ty qua Internet
thong qua mot kénh dugc ma hoa an toan ?
a. VPN
b. WEP
c. Modem
d. Telnet
65. Hé thong nao sau day dwoc thiét ké dé thu hit va xac dinh tin tac?
a. Firewall
b. honeypot
c. Honeytrap
d. IDS
66. Mot hé thong ma thiye hién viéc nhan dang tan cong va canh bao cho mot mang
goi la gi?
a. HIDS
b. NIDS
c. Anomaly detection HIDS
d. Signature-based NIDS
67.Cau léenh command line nao thyc hién chay snort
a. snort - c:\snort\log —c C:\snort\etc\snoft.conf —A console
b. snort —c C:\snort\etc\snoft.conf —A console
c. snort — C:\snort\etc\snoft.conf console
d. snort -l c:\snort\log —c —A
68. Snort goi la chuwong trinh gi?
a. NIDS
b. Sniffer and HIDS
c. Sniffer, HIDS, and traffic-logging tool
d. NIDS and sniffer
69. Cé hai component can thiét trong qua trinh cai dat Snort la gi? (chon 2)
a. Snort rules
b. Snort signatures
c. Snort Engine
d. Snort processor
70. Chttc nang nao cta IDS danh gia dit liéu dwoc thu thap tir cac cam bién?
a. Operator
b. Manager
c. Alert
d. Analyzer
71.Kiéu phan mém nao c6 thé sir dung dé ngan chan, phat hién cac hanh dong pha
hoai trén mot hé thong?
a. Personal Firewall
b. IDS - host based



c. Antivirus
d. Tat ca cac phuong an trén
72.KY¥ thuat nao dugce st dung dé bao dam thong tin lién lac qua mot mang khong
dwoc bao mat ?
a. Telnet
b. SLIP
c¢. VPN
d. PPP
73.PGP (Pretty Good Privacy) cung cap cac chitc nang nao sau day?
a. Confidentiality
b. Integrity
c. Authenticity
d. Tat ca cac chitc nang trén.
74. M0t khoa yéu (weak key) ciia mot thuat todn mat ma c6 dac tinh nao sau day?
a. N6 qua ngan vi vay dé dang bi pha v&
b. NO chi c6 thé sit dung nhw mot khoa cong khai
c. N6 c6 nhiéu s6 khong hon s6 mot
d. N6 tao diéu kién dé dang trong viéc tan cong thuat toan
75.Bién phéap nao sau day dugc dung dé dam bao an ninh cho mang Wi-fi
a. WEB
b. HTTPS
c. WPA2/WPA3
d. SSL
76. Sy khac nhau co ban gitta hai thuat toan MD5 va SHA 1a gi?
a. Su an toan - MD5 c6 thé bi gid mao con SHA thi khong.
b. SHA cé6 gia tri dau ra 160 bit con MD5 c6 gia tri dau ra 128 bit
c. MDS5 c6 gia tri dau ra 160 bit con SHA c6 gia tri dau ra 128 bit
d. Sy antoan- SHA c6 thé bi gida mao con MD5 thi khong.
77 . ==~ la mot tdn cong ---------- cho phép nghe trom trén dwong truyén (chon 2)?
a. Passive
b. Active
c. Wiretapping
d. Password cracking
78.Phwong phap nao sau day c6 wu diém vé kha nang st dung cac mat khau manh,
quan tri mat khau dé dang, va truy nhap tai nguyén nhanh?
a. Smartcards
b. PKI
c. Single Sign-on (SSO)
d. Kerberos
79.1IKE (Internet Key Exchange) dwoc stt dung két hop vé6i giao thitc nao sau day?
a. IPSec
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b. SSL
c. Kerberos
d. Téat ca cac giao thitc trén
80.PDIOO twong tng vai lya chon nao sau day?
a. Purpose, design, install, operation, optimization
b. Plan, design, install, operation, optimization
c. Plan, design, implement, operate, optimize
d. Purpose, design, implement, operate, optimize
81. Guri mot goi tin ICMP c6 kich thwéce 16n hon 64Kb 1a mét vi du cda kiéu tan cong

nao sau day?
a. Buffer Overflow
b. Ping of Death
c. Syn Flooding
d. Tear Drop
82.Phan nao la quan trong nhat trong phan mém diét virus?
a. Desktop
b. Definitions
c. Engine
d. Heuristics
83. M0 hinh tham chiéu nao dwdi day mo ta cac giao thirc va dich vu truyén thong
cuia may tinh trén mang?
a. IETF — Internet Engineering Task Force
b. ISO - International Standards Organization
c. TANA — Internet Assigned Numbers Authority
d. OSI - Open System Interconnection
84. Giao thitc IPSEC dugc st dung & tang nao trong mo6 hinh OSI?
a. Layer 6 — Presentation
b. Layer 5 — Session
c. Layer 4 — Transport
d. Layer 3 — Network
85. Virus boot sector dugce kich hoat khi nao trong cac sy kién sau?
a. Khéi dong lai may tinh
b. Xoa file
c. Ghi file
d. Vao ngay 16 thang 3.
86. Sy khac nhau co ban gitta logic bomb va stealth virus?
A. Cac Stealth virus dwa ra cac AV engine véi thong tin sai dé ngan chan
phat hién
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B. Stealth virus thwong tri trén bd nhé trong khi logic bomb ghi trén 6 dia.
C. Stealth virus
D. Logic Bomb
87.Phan nao sau day la phan nguy hiém nhat trong mot chwong trinh virus?
a. Code
b. Payload
c. Strain
d. Khong c6 phan nao néu trén
88.MD?5 la mot thuat toan ...........
a. Ham bam
b. 3DES
c. 192 bit
d. PKI
89. Mot kiéu tan cong DoS stt dung co ché bat tay ba budc (three-way handshake)
cta TCP 1a?
a. Syn Flood
b. Ping of Death
c. Buffer Overflow
d. Password
90. Hé thong kiém soét truy cap giita cac vung mang
a. Router
b. Switch Layer 3
c. Firewall
d. Modem
91. Hé thong IDS phat hién dau hiéu tan cong dwa vao
a. IP nguon dugce dinh nghia tredc
b. IP dich dugc dinh nghia truéc
c. Signature
d. TP nguon va IP dich
92.Co quan ban c6 thém mot chi nhanh mdai, dé két n6i chi nhanh méi vao mang
trung tam va&i chi phi hop ly va dam bdo an toan, ban st dung cong nghé nao ?
a. Leased line
b. Frame Relay
c¢. VPN qua ADSL
d. HDSL
93. Hinh thitc tan cong nao sau day khong thé phat hién béi thiét bi IDS (Intrusion
Detection System) ?
a. DoS (Denial of Service)
b. Khai thac cac 16 héng phan mém
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¢. Spoofed e- mail
d. Port scan
94.Dich vu nao sau day la mét dich vu don hay mét may phuc vu dé lwvu trit, phan
phoi, va quan ly cac khéa phién mat ma ?
a. KDC
b. KEA
c. PKI
d. PKCS
95. Cac cdp cong — dich vu nao sau day khong diing
a. HTTP:80
b. SSL:25
c. DNS:53
d. Telnet:23
e. POP3:110
96. Thuat toan AES c6ng bé nam 2001 st dung khoa c6 do dai:
a. 2048 bit
b. 1024 bit
c. 512 bit
d. 128 -256 bit
97. Trwong c6 cong dung kiém tra sy toan ven cua goi (IP, TCP, UDP, ICMP) la:
a. Flags
b. Time to Live
c. Checksum
d. Options
98. Hé thong PKI wu tin nhat thé gidi hién nay la
a. OpenCA
b. Microsoft
c. Geo Trust
d. VeriSign
99. Twong ltra khong c6 tac dung voi
a. Bdo vé cac 16p bén trong
Cam hodc cho phép goi tin
Social Engineering
Kiém soat luong dit liéu di qua né
100. Ung dung ndo sau day dung dé dinh kém Trojan v6i mot tap tin khac
Insider
Fports
What’s running
One file exe maker
101. Co thé kiém tra cac ports dang m& véi:

/Do
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102.

103.

104.

105.
cong;:

106.

107.

108.

S

ap o

N op

/an

poop

o ®

po o

~ 0N op

Msconfig

Tracert

Netstat

Ipconfig

Cac nguyén tac (rule) cua firewall dugc xac dinh bai:

Hanh dong

Giao thitc

Diéu kién

Tén rule

SSH st dung cong:

22

23

24

25

Ky thuat nao dudi day khong phdi la ky thuat co ban cua virus:
Thuong tra

Lay nhiém

Ma héa

Pa hinh

Viéc st dung quan doi Zombie dé tdn cong trén mang la hinh thitc tan

Intrusion
Buffer Overflow
Repudiation

. Ddos

D0 an toan ctia hé mat phu thudc vao

khong gian khoa du lon dé phép vét can khéa la khong thé thyc hién
duwoc

thuat toan, khong gian khoa va ban ma

tinh bi mat caa thuat toan

ham ma la ham ctra sap mot chiéu

biém truy cap gia mao la gi?

Mot diem truy cap khong duwoc quan ly béi mot cong ty
biém truy cap khong duwgc quan ly

biém truy cap thit hai

Mot thiét bi honeypot

Social engineering dwgc thiét ké dé

Sita doi hanh vi con nguoi

Lam cho moi ngudi khong tin twéng

Lay nhiém mat hé thong
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d. Dat dwgc loi thé vé vat 1y
109. What provides for both authentication and confidentiality in IPSec?
AH
IKE
OAKLEY
ESP
110. Giao thirc IPSec thyc hién ¢ 16p nao?
Application
Transport
Network
Data-link
111. C6 thé kiém tra cac port dang m& véi:
Msconfig
Tracert
Wireshark
. Netstat
112. Co6 kha nang lan truyén nhw chwong trinh doc 1ap ma khéng can lan truyén
qua tap tin:
Zombie
Virus
Spyware
Worm
113. Thuat toan chia Euclid mé& rong dung dé
tinh nhanh mot Iy thtra véi s6 16n
tinh phan tir nghich dao caa phép nhan
kiém tra nhanh mot s6 nguyén t6 16n
. tinh phan tit nghich dao cta phép nhan va tim wéc chung lén nhat
114. MAC la mot ti cau tao bang nhitng chit dau ctia mét nhom nao lién quan
dén mat ma?
a. Kiém soat truy cap phwong tién (Media access control)
b. Kiém soat truy cap bat buoc (Mandatory access control)
¢. Ma xac thuc thong diép (Message authentication code)
d. Cacuy ban da tw van (Multiple advisory committees)
115. Cong nghé va quy trinh duoc thiét ké dé bao vé mang va thiét bi khoi bi tdn
cong, hu hong hodc truy cap trai phép
a. An ninh mang (Cyber Security)
b. Hacker mi trang (White Hat Hacker)
c. May chu tén mién (Domain Name Server)
d. Téat cd cau trén déu dung
116. Dbiéu nao trong so nay la dau hiéu cho thay trang web nay an toan.
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http;//
http://
https:\\
https://
117. la cac chuong trinh hodc quy trinh cho phép tin tac duy tri quyén kiém soat
hé thng mdy tinh.?
a. Antivirus
worms
exploits
firewall
118. Viéc xam pham thong tin bi mat thudc loai nao?
Bug
Vulnerability
Attack
Threat
119. Xac dinh phan mém doc hai khéng sao chép hoac sao chép thong qua lay
nhiém?
a. Trojans
Worms
Rootkits
Virus
120. Cong cu nao sau day dugc st dung dé hack Wi-fi?
Wireshark
Norton
Cloud scan
Aircrack-ng
121. Mang riéng do, hay VPN, la két ndi qua Internet.
Giai ma
. Ma hoa
Co day
Khong day
122. Nhitng ly do dé st dung VPN la gi?
a. Qua trinh twong tac véi ngudi khac dé trao doi thong tin va phat trién cac
moi quan hé chuyén moén hoac xa hdi.
b. Qua trinh chuyén do6i van ban ma héa thanh van ban thuan tay
¢. Qua trinh chuyén doi thong tin hoac dit liéu thanh ma, dac biét la dé
ngan chan truy cap trai phép
d. Qua trinh x1t 1y cac thudc tinh va thao tac ctia cac con so.
123. Nhitng 1y do dé st dung VPN la gi?
a. Ngan chan nguoi dung trai phép theo doéi lvu lwgng truy cap cia ban

~ 0N op

/Do
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~ 0 op
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124.

125.

126.

127.

128.

129.

/o

oo

po o p

an o

Ao o

S

Ngan chan nguoi dung dugc phép theo doi lwu lwgng truy cap cua ban
Cho phép nguoi dung thie hién cong viéc t mot vi tri

Cho phép nguoi dung thuc hién cong viéc tw xa.

Tim kiém cac mau mang cu thé do phan mém doc hai da biét tao ra.
Dva trén chir ky

Hé thong phat hién xam nhap mdy chua (HIDS)

Dua trén bat thuong

Chitc nang bao mat

Bao gom cam bién va bang diéu khién

Network-based IDS (NIDS)

Host-based IDS (HIDS)

Protocol IDS (PIDS)

Distributed IDS (DIDS)

Bao gom cac agents (dai dién) va bang diéu khién

Network-based IDS (NIDS)

Host-based IDS (HIDS)

Protocol IDS (PIDS)

Distributed IDS (DIDS)

Tiéu chuan an toan thong tin Viét Nam nam 2015 c6 bao nhiéu nhém?
10

11

12

13

Tiéu chuan an toan thong tin ISO/IEC 17799 c6 bao nhiéu nhém?

10

11

12

13

Khéi niém nao sau day duogc st dung dé mo ta sy khong thé chdi tir ctia

nguoi gui khi gwi thong diép?

130.

131.

d.

/e n o

Toan ven

Tinh khong choi tir (non-repudiation)
Xac thuc

Tinh tin cay

Thuat giai Difie Hellman dung dé:

Bdo mat thong diép

. Xac thuc thong diep

Phan phéi khoa truéc cho hé mat doi xirng
Ldy chit ky so
Cac loai khod mat ma nao sau day dé bi crack nhat?

17



132.

133.

134.

135.

137.

Q0 oTw

AN g

e

an o

aen o

/an o

128 bit

256 bit

40 bit

56 bit

Trong tam chinh cua ké hoach phuc hoi sau tham hoa la gi?
Giam chi phi cong ty

. Nhanh chong dua hoat dong kinh doanh tré lai binh thwong

Tuyén dung nhan vién méi

Nang cao chién luwgc tiép thi
Muc dich cua chinh sach bao mat la gi?

Thyec thi quy dinh vé trang phuc

Diéu chinh hanh vi cia nguoi dung va xac dinh phan ng doi véi cac
sur cO

Dbdt muc tiéu doanh thu ctia cong ty

Xac dinh chién lugc tiép thi
Tuoi mat khau t6i da duge khuyén nghi trong tai liéu la bao nhiéu?
110-120 ngay

20 ngay

60-90 ngay

30 ngay
Xac thye da yéu t6 (MFA) yéu cau nhitng gi?

Chi can mot mat khau

Hai hoac nhiéu yéu t6 xac minh

MGt 1an quét sinh trac hoc

MGt tén nguwdi dung duy nhat
Phuong phap ma hoéa nao st dung mot khéa duy nhat cho ca ma hoéa va giai

Ma hoa doi xirng

Ma hoéa bat doi xirng

Bam

Ma hoa khoa cong khai

Loi ich nao sau day la lgi ich cta viéc ap dung quyén tap tin va thw muc

phu hgp?

a.
b.
C.

Gidm chi phi phan cting
Nang cao hiéu suit phan mém
Ngan chan truy cap trai phép
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